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ABSTRACT
Nowadays, Augmented and Virtual Reality devices are widely available and are often
shared among users due to their high cost. Thus, distinguishing users to offer person-
alized experiences is essential. However, currently used explicit user authentication
(e.g., entering a password) is tedious and vulnerable to attack. Therefore, this work
investigates the feasibility of implicitly identifying users by their hand tracking data.
In particular, we identify users by their uni- and bimanual finger behavior gathered
from their interaction with eight different universal interface elements, such as but-
tons and sliders. In two sessions, we recorded the tracking data of 16 participants
while they interacted with various interface elements in Augmented and Virtual Re-
ality. We found that user identification is possible with up to 95 % accuracy across
sessions using an explainable machine learning approach. We conclude our work by
discussing differences between interface elements, and feature importance to provide
implications for behavioral biometric systems.

A video abstract of this work is available online at: https://identifying
-users-by-hand-tracking-data.hcigroup.de
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1. Introduction

Finger and hand tracking has recently become an alternative input technology for
the current generation of Augmented Reality (AR) and Virtual Reality (VR) Head-
Mounted Displays (HMD). The devices sense the movements of the hands, including
precise finger movements, and create models of the entire hand in real-time. In con-
trast to traditional hand-held controller input, the information we gain about the user
is vastly increased. This information cannot only be used for input to extract the com-
mands the user wants to put in but can also provide additional information about how
the user performs the commands. This information is a valuable source for behavioral
biometrics.
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(a) Augmented Reality (AR). (b) Virtual Reality (VR). (c) Hand Tracking in AR and VR.

Figure 1.: We investigate the identi�cation of users by their hand tracking data in (a)
Augmented and (b) Virtual Reality. To do so, we collected hand tracking data from
users interacting with frequently-used interface elements (such as buttons and sliders).
The data is elicited by a head-mounted display that takes several di�erent reference
points of the user's hands into account (c). The reference points visible in (c) were not
visible to users.

Behavioral biometrics in Augmented and Virtual Reality on HMDs facilitate im-
plicit user identi�cation. Implicit user identi�cation enables the identi�cation of a user
through actions that the user would carry out anyway (Jakobsson, Shi, Golle, & Chow,
2009) in an implicit interaction (Schmidt, 2000). Implicit user identi�cation allows for
improvements in usability and user experience by customizing and personalizing the
user interface to the preferences of the user in the case of a shared device. Further,
it can be bene�cial for granting access to personal information without the need to
enter a password, as they are laborious to enter and open to attack, since an immersed
Virtual Reality user can easily be observed by bystanders (George et al., 2017; Olade,
Fleming, & Liang, 2020). Thus, recent works explored the use of hand-held controllers
for implicit behavioral biometric user identi�cation in Virtual Reality (Liebers, Abde-
laziz, et al., 2021; Pfeu�er et al., 2019).

Since we currently observe a shift from controller-based to hand and �nger-based
interaction, we investigate how �nger and hand tracking can be used to implicitly
identify users. In particular, we focus on basic input elements used to create user
interfaces in Augmented and Virtual Reality, such as buttons, sliders, and keyboards.
In a user study conducted with 16 participants in two separate sessions on two separate
days, we investigate how uniquely participants interacted with eight common input
elements in Augmented and Virtual Reality. The study explores the in
uence of the
device type (Augmented Reality vs. Virtual Reality), the number of hands used for
input (unimanual vs. bimanual), and the user interface elements associated with four
interactions (pointing vs. manipulating, see Aigner et al. (2012)) on user identi�cation
(cf., Figure 1). Overall, we were able to identify users over two days with up to 95%
accuracy using an explainable machine learning approach. Upon further examination
of the data, we also found that two-handed input outperformed one-handed input,
particularly in Virtual Reality, and that Pointing Gestures performed better than
Manipulation Gestures.

Contribution Statement. The contribution of this work is twofold. First, we cre-
ate a prototype for implicit user identi�cation using behavioral biometrics in AR and
VR that is based on the users' hand tracking data, which is spatiotemporal data. We
investigate the users' unimanual and bimanual interaction across two input gestures
concerning eight di�erent user interface elements and report on a user study that is
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spread across two sessions on di�erent days (N = 16). Second, we evaluate which inter-
actions bene�t an identi�cation system's identi�cation accuracy and provide insights
into our explainable machine learning classi�er.

2. Related Work

User identi�cation can generally be enabled in one of three ways: through knowledge-
driven approaches, token-based approaches, or biometrics (Jain, Flynn, & Ross, 2007;
Jain, Ross, & Nandakumar, 2011) In our case, however, we focus on behavioral bio-
metrics. Behavioral biometrics is a subset of biometrics that focuses on the behavior
of people (Jain et al., 2007). Since our approach makes use of standard HMDs for
both AR and VR as well as the users' �nger interactions, we focus on hand- and
head-tracking-based approaches to biometric identi�cation.

2.1. User Identi�cation on Head-Mounted Displays

The current state of the art for user identi�cation with HMDs involves mechanisms
that are often derived from mobile phones, such as personal identi�cation numbers
(PINs), passwords, or pattern locks (Yu, Liang, Fleming, & Man, 2016). However,
these traditional methods are susceptible to shoulder sur�ng attacks (George et al.,
2017). George et al. (2017) �nd that an attacker who observes an immersed VR user's
password entry is able to correctly perceive up to 18 % of all passwords that users enter
with hand-held controllers . Olade, Liang, Fleming, and Champion (2020) con�rmed
this number, as they found that an attacker has a success rate of 20 % for pattern
authentication in VR . Although this is quite a severe issue for VR, it is not exactly the
same case for AR. In contrast to VR, the user is not as immersed in virtuality when
wearing an AR-HMD; therefore, the user should be less susceptible to observation
attacks, as they can still perceive reality and any potential attackers.

Nevertheless, these problems motivate further work in the �eld. Behavioral biomet-
rics in particular have recently been investigated in this regard. Although it is not
a direct consequence, behavioral biometrics can often be implemented in such a way
that they are based on an implicit interaction (Schmidt, 2000). This implicit interac-
tion forms an implicit identi�cation based on actions that the user would carry out
anyway (Jakobsson et al., 2009). Implicit identi�cation not only relieves the user of
any explicit interaction with the identi�cation system, but it also can be utilized con-
tinuously in the background (Deutschmann, Nordstr•om, & Nilsson, 2013; Schneegass,
Oualil, & Bulling, 2016). A similar term was introduced by Corner and Noble (2002)
in the context of token-based systems, denoted as \zero-interaction authentication".
These implicit properties allow the frequent adjustment of authentication models to the
ever-changing user behavior (Chauhan, Kwon, Hui, & Mascolo, 2020). These unique
bene�ts strongly motivate the development of further approaches to identi�cation for
HMDs.

2.2. Biometrics in Augmented and Virtual Reality

For their unique bene�ts, an increasing number of biometric approaches were recently
explored. Most previous work focused on Virtual Reality due to its popularity, but most
principles are theoretically applicable to Augmented Reality HMDs as well. One unique
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bene�t of head-mounted displays is the spatial relationship between the hand-held
controllers and the worn HMD, which can be used for user authentication as explored
by Pfeu�er et al. (2019). They state, in particular, that the users' body relations and
distances as well as hand coordination are strong biometric features, where especially
the dominant hand is of high importance (Pfeu�er et al., 2019). Our work ties in closely
with their work for a number of reasons. First, they explored the general capabilities
of implicit biometric identi�cation in VR, which we further by including AR as well.
Moreover, while they used hand-held controllers and ranged interactions (e. g., ranged
pointing or ranged typing), we set our focus on near interactions that users execute
with their hands and �ngers, tracked by the HMD.

2.2.1. Task-driven Biometrics

Recently, new approaches that employ behavioral biometrics in relation to the execu-
tion of tasks, where the data elicited during the interaction is used for the purpose
of identi�cation, have been investigated. This data is often spatiotemporal data. For
example, Kupin, Moeller, Jiang, Banerjee, and Banerjee (2019) showed that the task
of throwing a ball in Virtual Reality elicits highly individual spatial motion data. Ajit,
Banerjee, and Banerjee (2019) then conducted an extended analysis, yielding a higher
accuracy on a larger data set. Similarly, Miller, Ajit, Kholgade Banerjee, and Banerjee
(2019) created an extended solution for rejecting intruders and performed a within-
and cross-system evaluation (Miller, Banerjee, & Banerjee, 2020), again with regard
to the ball-throwing interaction. Later, Liebers, Abdelaziz, et al. (2021) explored the
interactions of sports-based tasks, such as bowling and archery, in VR including a
body normalization which increases identi�cation accuracy across participants. In ad-
dition, Olade, Fleming, and Liang (2020) explored the task of grabbing, moving, and
dropping balls into di�erent containers for the purpose of identi�cation in VR.

2.2.2. Identi�cation through Interaction with User Interfaces

Some of the earliest examples of identi�cation through user interfaces originate from
keyboard (Monrose & Rubin, 2000) and mouse (Ahmed & Traore, 2007; Gamboa &
Fred, 2004) biometrics, which were bound to desktop computers. Later, as touch-
screens and mobile devices became prevalent, those core principles were transported
to this new form of user interface (Buschek, De Luca, & Alt, 2015). However, it is
not simply a new application of the older concepts. Touchscreens, for example, opened
new possibilities for biometric authentication, such as using �nger pressure as a bio-
metric trait (Saevanee & Bhatarakosol, 2008). Currently, we are on the brink of again
switching the most common user interfaces. While in earlier times the evolution from
standard desktop computers to mobile devices already imposed a huge step, we are
now on the threshold of moving to three-dimensional, virtual user interfaces, such
as interface elements in VR, and holographic user interface elements. Thus, we see a
strong need to explore these interactions with novel interface elements, understanding
their possible association with behavioral biometrics.

2.3. Head-movement-based Biometrics

Miller, Herrera, Jun, Landay, and Bailenson (2020) recently explored the personal
identi�ability of user tracking data with over 500 participants, whose head movement
was tracked as they observed 360� videos in VR. They found that they could identify
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511 participants correctly at an accuracy of up to 95% with a system trained on less
than �ve minutes of tracking data per person. Their number of participants exceeds
the regularly reported numbers of participants by a great margin (Sugrim, Liu, &
Lindqvist, 2019). With respect to external audio stimuli, Li et al. (2016) presented
\Headbanger", a system they evaluated through experiments involving 95 participants
on an AR device. In \VRCAuth", Sivasamy, Sastry, and Gopalan (2020) utilized two
di�erent datasets to explore the idea of continuous authentication of users by their
spatial head movement data in VR. Alike, Mustafa, Matovu, Serwadda, and Muirhead
(2018) conducted a user study that identi�es people based on their head movement
data in VR. Also, approaches exist that integrate user's head and neck modeling to
implement a nodding interaction for unlocking their system (Wang & Zhang, 2021).
With \MoveAR", Bhalla, Sluganovic, Krawiecka, and Martinovic (2021) presented
an approach to continuous biometric authentication for AR headsets (HoloLens) that
makes use of the spatial head movement data, whilst the participants performed certain
hand gestures, such as typing. The head has also been shown to be important for
gaze-based authentication (Liebers, Horn, Burschik, Gruenefeld, & Schneegass, 2021).
HMDs have also been used to implement gait-based biometric systems, as shown by
Shen et al. (2019), by utilizing the Google Glass.

2.4. Hand-tracking-based Biometrics

Before commercial o�-the-shelf HMDs for Augmented and Virtual Reality were
equipped with hand and �nger tracking technology, the \Leap Motion" 1 was widely
used to explore hand-related biometric features. The device senses hand gestures at
an accuracy of 0.2mm for static and 1.2mm for dynamic setups (Weichert, Bachmann,
Rudak, & Fisseler, 2013) and recognizes a hand model consisting of several bones via
its sensors. Thereby, various systems for identi�cation have been developed. One ex-
ample comes from the work of Maruyama, Shin, Kim, and Chen (2017), who explored
user authentication based on the hands' skeletal features, such as the distance between
�ngertips, as a biometric trait. Although their approach falls primarily into the domain
of physiological biometrics, behavioral-biometrics-based approaches exist as well. An-
other example is the approach by Chan, Halevi, and Memon (2015) that also includes
hand gestures as a form of behavior. However, in their discussion they state that hand
geometry matters the most for identi�cation. The Leap Motion has also been utilized
to implement behavioral biometric authentication schemes, such as the handwriting
in the air (Kamaishi & Uda, 2016). Similarly, Xiao, Milanova, and Xie (2016) devel-
oped a Leap-Motion-based behavioral signature veri�cation. Ata�s Musa (2017) further
investigated a hand-tremor-based biometric recognition, testing whether hand tremor
is unique for humans. It was positively evaluated in a user study with �ve subjects.
Manabe and Yamana (2019) also developed a two-factor authentication system. They
used a numeric keypad and a Leap Motion to determine identities through physiolog-
ical features, such as the length of phalanges and metacarpals, but also by behavioral
�nger speed.

Another work related to hand and �nger tracking in VR is \ElectricAuth" by Chen
et al. (2021). In their work, the authors explored the feasibility of user authentica-
tion by externally actuating a user's �ngers through electric muscle stimulation and
capturing the output with an HMD. Although they capture �nger movements, their

1Leap Motion by Ultraleap. https://www.ultraleap.com/product/leap-motion-controller/ , last retrieved
on October 20, 2022.
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focus lies on the external actuation through electric muscle stimulation; hence, the
participants' movements are induced by the system during the interaction. We regard
their approach as a functional biometric (Liebers & Schneegass, 2020).

To our knowledge, there is no previous work that uses the hand tracking data of
recent HMDs with interactions in Augmented and Virtual Reality for user identi�ca-
tion.

3. General Approach

In this work, we investigate to which extent we can identify users in Augmented and
Virtual Reality from their hand and �nger-tracking-based interactions. Finger tracking
is associated with a huge amount of data, as the virtual hand objects consist of various
virtual bones (cf., Figure 1(c)). Each virtual hand object consists of 26 elements in
total, where each element is de�ned by positional and rotational coordinates. For
the di�erent areas of the hand, we have the following number of elements: Thumb (4),
Index-, Middle-, Ring-, Little-Finger (5), Palm (1), and Wrist (1). This complex nature
seems very promising for creating a system that is able to distinguish users. Therefore,
we investigate how well user identi�cation works in Augmented and Virtual Reality
concerning common user interface elements in two types of interactions: \pointing" and
\manipulation" gestures, as de�ned by Aigner et al. (2012). We implemented these two
gestures by four common user interface elements each and vary them for unimanual
and bimanual interaction (cf., Figure 2). As the user interface elements are not only
associated with a gesture but also with an interaction (e. g., how the arms need to
be moved for the interaction), we group them into four sets: \Button Interaction"
that contains button-press related user interface elements, \Keyboard Interaction"
which are related to complex keyboard interactions, \Horizontal Manipulation" (e. g.,
the translation of an object on a horizontal axis) and \Diagonal Manipulation", the
manipulation on a diagonal axis. In our design, we follow the dominant usages of the
two gestures in previous work (Groenewald et al., 2016).

We created a software prototype that implements the user interface elements and
the associated tasks. It elicits the data of the user's interactions which we then use
for a post hoc analysis to determine the separability of the data by each individual
person. We seek to use only one single code base that we can deploy to a head-mounted
Augmented and Virtual Reality device respectively, to ensure that both technologies
are as comparable as possible. For this reason, we opt for Microsoft's Mixed Reality
Toolkit 2 (MRTK), which facilitates the creation of one single software prototype in
Unity3D 3 that then can be deployed to our two target devices in a user study. Thereby
we ensure that the user interface elements have the same positions, orientations, sizes,
and behaviors across both devices. For devices, we chose the Microsoft HoloLens 2 as
our AR device and the Meta Quest 2 as our VR device.

4. User Interface Elements for Interaction

This section describes our implementation of the three-dimensional user interface el-
ements and the �nger tracking in Augmented and Virtual Reality. All of the interac-

2Mixed Reality Toolkit by Microsoft. https://github.com/microsoft/MixedRealityToolkit-Unity , last ac-
cess on October 20, 2022.

3Unity3D. https://unity.com , last access on October 20, 2022.
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Figure 2.: The tasks and user interface elements that were implemented with the
MRTK with regards to the variables i) number of involved hands (unimanual vs.
bimanual) and ii) the user interface elements (Button Interaction vs. Keyboard In-
teraction vs. Horizontal Manipulation vs. Diagonal Manipulation). Button Interaction
and Keyboard Interaction originate from a Pointing Gesture and Horizontal Manipu-
lation and Diagonal Manipulation from a Manipulation Gesture.
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