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ABSTRACT
Modern ubiquitous computing environments are increasingly pop-
ulated with smart devices that need to know the identity of users
interacting with them. At the same time, the number of authentica-
tions that a user needs to perform increases, as nowadays devices
such as smart TVs require authentication which was not the case
in earlier times. Even for single-person households, the need to
authenticate against present smart devices in the environment ap-
pears at regular intervals, ranging from TVs to voice assistants, to
gaming consoles. To reduce the need for repeated authentication,
we explore the concept of a system that allows the sharing of users’
authenticated identity information between smart devices, similar
to the concept of Single-Sign-On on the internet. Following a pre-
liminary field study, we show that such a system can decrease the
number of necessary authentications in a ubiquitous computing
environment by 84.4%, increasing usability and security.

CCS CONCEPTS
• Security and privacy→ Usability in security and privacy.
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1 INTRODUCTION
The number of systems requiring user authentication is increasing
yearly, and each person possesses a growing amount of online
accounts [3]. This trend also takes place in the domain of ubiquitous
computing environments [22] such as smart homes, as the number
of installed smart devices increases over time [15]. Currently, a
typical household is populated with devices that are often shareable
between the inhabitants such as desktop computers, smart TVs,
smart locks, or virtual reality headsets, which all need to know
the user’s identity [8]. They have in common that their means
for authentication are isolated and that the determined identity is
not shareable with other devices. However, their authentication
usability is vastly different as using face-id is easier than entering
a password on a smart TV [10]. To relieve users of frequently re-
authenticating themselves in their homes, we envision a system
that enables the sharing of a person’s identity information between
devices after authentication. Hence, we present a single-sign-on
(SSO) system [14] for smart homes that reduces the number of
necessary authentications by over 80%, making use of an indoor
localization system. We extend on the work done by Bardram [1],
who encountered the same challenges in a ubiquitous computing
environment of a clinic, by moving a step further by creating an
implementation that is evaluated in a preliminary field study.

2 CONCEPT & IMPLEMENTATION
To reduce the number of interactions with authentication systems,
we design a continuous authentication system that can share the
identity information of an authenticated user between several con-
nected smart devices [20]. To do so, our system localizes the smart
home’s inhabitants [19] and makes predictions about their activi-
ties [21]. Once a user authenticates successfully against one of the
connected devices, the system retrieves this identity information
and automatically unlocks other devices, when the user moves into
their proximity. The design consists of three components: i) an
Authentication Brokerage Service (ABS), ii) a Localization System
(LS), and iii) a flexible variety of four different User Authentication
Devices (UAD), recreated from previous work.
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(a) Localization System Anchor. (b) Face Recognition Module. (c) Gait App. (d) Bioimpedance System. (e) Hand Geometry.

Figure 1: Photographies of the localization system in (a) and the four user authentication devices in (b) to (e).

2.1 Authentication Brokerage Service (ABS) and
Localization System (LS)

The ABS is the central hub of information within the ubiquitous
computing environment, connected to the Localization System, the
User Authentication Devices, and all other devices. It obtains the
user’s current authentication status and their positional informa-
tion, knowing which user authenticated against which device at
what point in time. The ABS is in charge of locking and unlocking
devices and takes care of authorization levels and conflicts and
unlocks devices if only a single authorized user is near the device.
For the LS, we created 14 ESP32 micro-controllers (cf., Figure 1(a))
placed in our office environment (cf., Figure 2), acting as anchors
to receive the users’ smartphones Bluetooth RSSI [16], reporting
this information to the ABS via WiFi. The LS is a critical security
component, as it must not be tampered with, i. e., the user must not
be able to influence the localization system maliciously. Following
a short evaluation, we find a mean positional error of 1.5 - 2 m for
the LS.

2.2 User Authentication Devices (UAD)
We recreate four different user authentication devices (UAD) from
previous works [4–7, 12, 17, 18]. The implementations are shown
in Figure 1.

2.2.1 UAD Nr. 1: Face Recognition. The face recognition prototype
is created of a Raspberry Pi 3 with a Pi Camera Module (cf., Fig-
ure 1(b)), performing face detection and -recognition. We imple-
mented face detection using pre-trained Haar features to detect
faces with OpenCV [2, 13]. After a face is detected, its identity is ver-
ified using a Local Binary Pattern Histogram (LBPH). We evaluate
this module’s performance on an altered version of the AT&T Data-
base of Faces [17] with an addition of 10 images of faces that are
not classified with labels to be rejected (in total 370 faces of labeled
persons and 10 faces of non-labeled persons), reaching an accuracy
of 97.87%. As face recognition captures the users’ faces while they
perform another activity, it is capable of implicit authentication.

2.2.2 UAD Nr. 2: Gait Recognition. The gait recognition system is
a mobile and implicit authentication system for Android (cf., Fig-
ure 1(c)), following the work of Derawi et al. [6] and Muaaz et
al. [12]. We use the phone’s accelerometer to collect movement
data at 50 Hz and apply a walking detection by applying a sliding
window and a variance detection, combining a cycle length estima-
tion and -detection. Unusual cycles are removed using DTW [11].

In a pre-study, we find an accuracy of 83.88% for authentication
across two days (𝑁 = 5).

2.2.3 UAD Nr. 3: Bio-Impedance Recognition. The bio-impedance
recognition module is a mobile and implicit functional biometric
authentication system that alternates current resistance between
two electrodes attached to the body through a wristband based on
the work of Cornelius et al. [4, 5, 9]. Providing a stimulus in the
form of a low voltage, it measures impedance in the body formed by
features such as bone shape and tissue. We combine an ESP32 with
an AD5933 chip that performs frequency sweeps (cf., Figure 1(d))
and find in a pre-study (𝑁 = 7) an accuracy of 95.56% [4, 5].

2.2.4 UAD Nr. 4: Hand Geometry Recognition. We moreover imple-
mented an explicit hand geometry recognition system that identifies
people by the geometric features of their hands (e. g., their width
and length of fingers) that are captured through a Raspberry Pi 3
and a Raspberry Pi Camera module within a plywood box (cf., Fig-
ure 1(e)). It recognizes the hand geometry and palm print texture
of a hand in the box, combining the work of Sharma et al. and
Jaswal et al. [7, 18]. A pre-study (𝑁 = 15) with three samples per
participant showed an authentication accuracy of 83%.

3 RESULTS OF A PRELIMINARY FIELD STUDY
We conducted a preliminary field study in the regular office envi-
ronment of our institute (cf., Figure 2) to evaluate our system for a
duration of 118 minutes. In total, five persons working there par-
ticipated in the study together with two visitors. The five present
participants were registered with the system, i. e., their identity
was known to the ABS and they were authorized to use any device,
and two visitors were marked as unauthorized guests to be rejected
by any device. All participants were provided a smartphone that
acts as a beacon for the localization system.

Following our field study, we focus on saving the users’ au-
thentication attempts compared to systems that require individual
authentication for each device. In total, there were 33 authenti-
cations during the field study, including 22 authentications from
study participants whose biometric data was stored in the database
of the ABS. All in all, 141 activations of smart devices (cf., Figure 2)
were logged during the study. Thus, assuming that conventional
systems require one authentication for each unlock, our system
achieves a saving of 119 authentications, resulting in a reduction
of 84.4% compared to conventional authentication systems, where
each device authenticates users on its own.
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Floor 1

Floor 2Kitchen

Office 1 Office 2

Lab

Office 3

Figure 2: Map of our office environment (not to scale). Blue areas mark office desks and brown areas general purpose desks (e.g.,
countertop in the kitchen). Red dots symbolize the deployed ESP32 localization anchors. Offices were exempt from the field
study. The webcam icon symbolizes the face recognition module and the hand icon the hand geometry recognition module.
Gait recognition was installed on participants’ smartphones used for localization. Objects that were assumed to need a person’s
authentication information were the coffee machine in the kitchen, the printers on floor 2, and all four computers in the lab.

4 DISCUSSION & CONCLUSION
From the obtained results, we find a reduction of 84.4% in authenti-
cation attempts that could be skipped under the assumption that the
localization system found only one person being near said device.
This number, however, stands on the assumption that the localiza-
tion system has access to everybody’s location in an environment.
Our proposed concept allows the sharing of identity information
between several smart devices and thus reduces the number of re-
peated authentications. To fulfill this goal, we combined an indoor
localization technique with an authentication brokerage service
that transfers identity information between devices. We acknowl-
edge the limitations given by the duration of our pre-study and the
study taking place in an office environment. In conclusion, the sys-
tem reduces users’ effort of authentication in smart environments.
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