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(a) Slashing blocks. (b) Sidestepping cuboids. (c) Ducking from cuboids. (d) Elicited spatiotemporal data.

Figure 1: We conduct a field study on behavioral biometrics in VR. Participants played Beat Saber where they sliced colored
blocks with light sabers attached to their controllers (a), had to side-step cuboids (b), and were required to duck during the game
(c). We elicit their spatiotemporal motion data and explore continuous user identification over a time span of eight weeks (d).

ABSTRACT
Behavioral biometrics has recently become a viable alternative
method for user identification in Virtual Reality (VR). Its ability
to identify users based solely on their implicit interaction allows
for high usability and removes the burden commonly associated
with security mechanisms. However, little is known about the tem-
poral stability of behavior (i.e., how behavior changes over time),
as most previous works were evaluated in highly controlled lab
environments over short periods. In this work, we present findings
obtained from a remote field study (N = 15) that elicited data over a
period of eight weeks from a popular VR game. We found that there
are changes in people’s behavior over time, but that two-session
identification still is possible with a mean F1-score of up to 71%,
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while an initial training yields 86%. However, we also see that per-
formance can drop by up to over 50 percentage points when testing
with later sessions, compared to the first session, particularly for
smaller groups. Thus, our findings indicate that the use of behav-
ioral biometrics in VR is convenient for the user and practical with
regard to changing behavior and also reliable regarding behavioral
variation.
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1 INTRODUCTION
In recent years, the number of Virtual Reality (VR) users has been
rising continuously. Today, VR empowers users to experience a
variety of applications, ranging from productive use cases (e.g.,
meeting coworkers in a virtual space [9]) to entertaining ones (e.g.,
playing immersive games [8]). In many applications, identifying the
user can be bene�cial since it enables personalized experiences and
assures the protection of personal user data. Today's user identi�ca-
tion is mostly explicitly designed, which means that one's primary
action (e.g., playing a game) is interrupted to allow identity veri-
�cation by, say, interacting with a password window. Behavioral
biometrics is a promising approach that tackles this problem. It
utilizes distinct patterns in human behavior to identify users and
distinguish between them, potentially enabling implicit and contin-
uous user identi�cation [2, 51].

Researchers have proposed various means for behavioral biomet-
rics in VR [21,28,37,42,50]. In most cases, researchers conduct user
studies in their labs to explore behavioral biometrics, which are of-
ten conducted only within a single session (i.e., a single day of each
participant participating in the study) [29, 49] or, at maximum, tak-
ing place across two sessions [27,36,42]. However, human behavior
tends to change over time. For example, gait can be impacted by
long-term time e�ects, such as aging [11], short and medium-term
time e�ects, such as shifts in mood [7] or context [14]. Thus, the
extent to which this change impacts identi�cation systems remains
unclear. The change in behavior over time is speci�c to behavioral
biometrics and is called �stability� or �permanence� [13]. While
such changes are present in physiological biometrics, too (e.g., the
changes of a face due to aging), it is yet not clearly understood how
this a�ects human behavior (e.g., during VR activities).

Therefore, this work investigates the mid-term stability of be-
havioral biometrics for user identi�cation in VR. We study user
behavior over eight weeks in a �eld experiment, where we dis-
tributed Meta Quest 2headsets to 16 participants. We asked them
to play Beat Saber1, a popular VR game, at least twice a week. In
Beat Saber, users must slice �oating cubes to the rhythm of a song.
We elicited the users' spatiotemporal motion data and used it for
implicit identi�cation and to study how time a�ects the identi�ca-
tion rates. We selected this game because it elicits various (upper)
body movements similar to those previously studied in other VR
games [23, 27].

The �ndings of this work help in creating systems that identify
users by their actions inBeat Saber. Thereby, overarching systems
can establish trust in a user's identity after they played the game;
thus, the need for re-identi�cation at a later point might vanish.

Contribution Statement. The contribution of our work is three-
fold. First, we introduce a method of conducting remote �eld studies
in VR, enabling researchers to collect data outside controlled lab-
oratory settings. Second, we report insights into the stability of
behavior from a remote �eld study that lasted over eight weeks
and analyze its e�ects on user identi�cation. At last, we publish
our dataset to enable replicability in addition to the source code of
our background application.

2 RELATED WORK
Our work takes place at the crossroads of implicit identi�cation and
behavioral biometrics in VR. Combining both allows for seamless
user identi�cation, where users are relieved of having to remember
dozens of complex passwords [2]. In addition, they also save con-
siderable time by not having to explicitly enter them anymore [2].
Passwords, the current most prevalent form of determining the
identity of a user through a knowledge-based component, are asso-
ciated with a number of problems. First, with the increasing number
of passwords [24], users are increasingly overwhelmed. This leads
to passwords being frequently reused [45], being guessable [15]
and predictable [38]. Furthermore, the failure rate of entering pass-
words is associated with approximately 10% [5, 47], hence they are
considered to be imperfect [4]. At last, the requirement of users
having to memorize passwords leads to a phenomenon known as
�the great authentication fatigue� [2, 47].

However, alternatives to passwords do exist. One is the em-
ployment of security tokens that users need to carry with them
and which can be lost [39], which are again subject to usability
issues [22]. The other is the employment of biometrics which are, in
comparison to tokens, always with the user and which, in compari-
son to passwords, cannot be forgotten [19]. Biometrics are often
distinguished into physiological biometrics, using primarily phys-
iological attributes such as �nger prints [16] or �nger veins [10]
recognition and behavioral biometrics, using behavioral features
such as gait, eye gaze [12, 21, 29] or full body movement [40, 42].
However, physiological biometrics in many cases need to be pro-
vided explicitly to the device's sensor (e.g., the index �nger needs
to be actively moved to the sensor), hence they still interrupt users
in many cases.

2.1 Implicit Identi�cation
Implicit identi�cation is a term that is composed of two combined
key concepts. The �rst key concept is identi�cation, a mechanism
related to user authentication. User authentication means that a
computing system establishes trust in a user's identity through
either veri�cation or identi�cation [ 18]. The second key concept
of identi�cation is its associated implicitness which is related to
the interaction itself. Identi�cation in the context of biometrics
denotes the ability of a system to identify the user solely based on
an obtained biometric sample [17]. It is, therefore, similar in concept
to veri�cation, which besides the sensor sample, also requires a
claim of identity from the user (e.g., a provided user name) [17].
Identi�cation is bene�cial as it only requires the sensor sample and
no other information from the user.

Hence, implicit identi�cation is de�ned as the ability of a de-
vice to identify its users through �actions they would carry out
anyway� [20]. Thereby, implicit identi�cation is based on implicit
interactions by the user [48]. As a consequence, the identi�cation
process does not demand time from the user, thus being transparent.

An implicit identi�cation scheme thereby allows for the creation
of a continuous identi�cation system. Continuous identi�cation
denotes the ability of a system to continuously determine the user's

1VR Game: Beat Saber. https://beatsaber.com, last retrieved September 26, 2023.
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Figure 2: Overview of the days each participant contributed to the data set. Participants are color-coded. The number in every
circle equals the number of recordings per day, which is also re�ected in each circle's size.

identity, which stands in contrast to most other systems that deter-
mine the user's identity only once (e.g., at the beginning of a usage
session.) [51, 52].

2.2 Behavioral Biometrics in VR
Behavioral biometrics and VR are a particularly good �t, as the rich
interactivity of VR allows the implicit sampling of data elicited by
the headset anyway. Additionally, traditional veri�cation mecha-
nisms such as pattern locks were shown to be insecure in VR [6, 53].

One such behavior is head movement. The movements associ-
ated with the head are a very distinct trait, as they combine head
movement patterns with body height, where especially the latter
is also a strong biometric indicator. M. R. Miller et al. for example
showed an identi�cation rate of over 90% in a user study with 511
participants, based on the head movements during the observation
of a 360-degree VR video [33]. Prior to their work, Mustafa et al. and
Sivasamy et al. conducted two works respectively, where Mustafa
et al. found mean equal error rates of 7% when authenticating users
based on their head and movement body patterns, and Sivasamy et
al. found an accuracy of 99% for continuous authentication [30, 37].

Besides the movement of the head, a number of works have been
published that use full body motions in VR for user identi�cation
and many works utilize controllers for this reason. For example,
Kupin et al. have shown that throwing a ball in VR results in distinct
movement patterns using the features of the right controller, coining
the term �task-driven biometrics� [23]. Miller et al. and Ajit et al.
later also conducted works on the ball-throwing activity, using
more features and deep learning, crossing the boundaries of VR
systems and also including real-world constraints [1, 34, 35, 43].
Other examples of activities used for user identi�cation in VR are
full body kinesiological movements [40], games such as archery or
bowling [27], pointing, grabbing, walking and typing [42], and the
movements associated with the interaction with a Rubik's cube [32].
In contrast to Head-Mounted Displays (HMDs) that have controller

tracking, research also showed that behavioral biometric modalities,
such as head movement, �nger-tracking, or eye-tracking can be
a good �t if controllers are unavailable, such as on devices like
Microsoft's Hololens 2 or Apple's Vision Pro [28, 29, 37].

However, little is known so far about the stability of behavioral
biometrics and how it impacts identi�cation systems. Although
there have been carried out some works for other behavioral bio-
metrics traits such as gait, it remains largely unclear how the change
of behavior over time impacts identi�cation systems, particularly
for VR [7, 11, 14, 46]. An exception here is a work by Miller et al.
who fused data sets to determine e�ects in motion behavior over a
period of 7 to 18 months, �nding di�erences in consistency of the
movement, suggesting that short and medium timescales have an
impact in altering VR behavior [36].

To the best of our knowledge, there is no other work besides the
previous work of Miller et al. that explores full-body behavioral
biometrics in VR over medium timescales [36]. Additionally, our
work utilizes a �eld study under realistic conditions, whereas other
works were primarily lab-based, and we provide a dense sample of
recorded activities in VR (cf., Figure 2).

3 REMOTE FIELD STUDY
In previous work, researchers mostly used highly controlled lab
environments to explore user identi�cation systems. Moreover,
they have been tested only for short periods of time, often within
one session [29] or across two sessions at maximum [28, 36, 42].
Hence, the temporal stability of behavioral biometrics and its impact
on identi�cation performance remains mostly unaddressed. In this
paper, we investigate the temporal stability of behavioral biometrics
over a longer time (eight weeks). To do so, we conducted a remote
�eld study for which we handed outMeta Quest 2headsets to
participants and asked them to play the VR gameBeat Saberat
least twice a week to elicit spatiotemporal user data. Using live
monitoring, we were able to follow the remote study and send out
reminders when needed.
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Figure 3: (a) Overview of the days (�sessions�) each partici-
pant contributed to the data set. Note that participants con-
tributed multiple songs per session. (b) Histogram of the
length of each sample in the database, measured in frames.
The red line marks the end of the song after 2:21 minutes.
Samples that ended much earlier were unsuccessful or can-
celed attempts by the players, and samples that end a little
earlier were subject to unplanned frame drops by the Meta
Quest 2 device. Longer samples can occur due to device lag.

3.1 Research Questions
Since related work mainly focuses on the feasibility of behavioral
biometrics in virtual reality or on session independence by using
two dedicated sessions, it remains an open research question how
such biometrics behave over more sessions and a longer period of
time. Thus, the overarching research question of this work is:

(RQ) How stable are behavioral biometrics in VR over time?

3.2 Apparatus
The apparatus consists of anMeta Quest 2, the gameBeat Saber
and its modi�cation, as well as a study dashboard to monitor the
progress of the study.

Virtual Reality Headset.To achieve comparable results, we opted
for using the same VR headset (i.e., aMeta Quest 2) for all par-
ticipants. TheMeta Quest 2consists of the head-mounted display
and two hand-held controllers that use a six-degrees-of-freedom
inside-out tracking system supporting positional and rotational

tracking. The display runs at a variable refresh rate of 60 to 120
Hz and o�ers a �eld of view of97� . It can operate without being
connected to a computer, thus, being a wireless, consumer-grade
device using wi� for its connection to the internet.

Beat Saber.For the VR game, we selectedBeat Saber, a game in
which users must slice �oating cubes to the rhythm of a song (cf.,
Figure 1). We selected this virtual reality game for three main rea-
sons: 1) games are the most popular application category andBeat
Saberis currently the most popular VR application, 2) it requires
continuous interaction as the distance between cubes that require
slicing is short, and 3) it requires body movement over a larger
space (boxes spawn in a di�erent direction: up/down, left/right).
The game is mostly stationary, i.e., players do not need to walk
in the game but may have to turn themselves (depending on the
game mode) or duck or sidestep when obstacles appear. The slicing
of the blocks happens through light sabers that are attached to
the player's controllers at a forward angle, and slicing the block
in the rhythm of the game and in an optimal angle leads to an
increase in player score. The player's score can further be increased
by not making any mistakes for a sequence of blocks, and on the
contrary, when one fails to slice the blocks correctly, it might lead
to failing the song.Beat Sabero�ers multiple di�erent songs that
all have speci�c boxes appearing at pre-de�ned locations and with
pre-de�ned rhythms. We selected the songCommercial Pumping
since it contains a wide variety of di�erent patterns and movements.
The di�culty level in�uences the speed at which boxes appear. We
opted forStandard & Normalsettings since it would be feasible
across participants. For comparability, all participants were asked
to play the same song at the same di�culty level.

Beat Saber Modi�cation.To elicit the participants' spatiotemporal
motion data fromBeat Saber, we create a background application2

for the Meta Quest 2, which is our target VR device. Our application
consists solely of a logger that elicits the user's coordinates for ro-
tation and position of their head-mounted display and the left and
right controller in Euler and Quaternion angles. It detects when the
user launches a song inBeat Saberand terminates upon successful
completion or fail and tracks their movement. Per each rendered
frame of the game, our application �lls a bu�er and transmits this
bu�er to our server over an encrypted connection every two sec-
onds through an HTTP POST request. Additionally, it transmits the
name of the played song, its di�culty and modi�er, the acquired
user's score per frame, and a timestamp, as well as a user-speci�c
ID token. We store this pseudonymized data in a relational database
on our server (MariaDB 10.3 on Ubuntu 20.04).

Study Dashboard.To monitor participants and make sure that
the data is properly sent to our server, we developed a web-based
dashboard. The dashboard shows how often a speci�c player played
the game and provided data to us (e.g., the number of songs played
in the last two and seven days and the most played song) and it
additionally provides descriptive statistics of the collected data set
(e.g., recorded number of frames or songs). We used the data elicited
from the dashboard in combination with a number of SQL-based

2BSMG Wiki. Making Mods. https://bsmg.wiki/modding, last retrieved on September
26, 2023.
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Figure 4: Movement data of participant P12 with 3 songs sampled at the beginning, mid, and end of the study. The expressiveness
of the movement – particularly the head front-to-back movements on the z-axis – is reduced by time.

views to inform participants via e-mail of their progress and to
remind them of their study participation.

3.3 Participants
We recruited 16 participants (8 female, 8 male) through University
mailing lists aged between 25 and 33 years (" = 27�77, (� = 2�78).
Unfortunately, one female participant broke her hand during a
sports activity unrelated to our study. Hence, we excluded her data
and conducted further analysis on the remaining data (# = 15).

3.4 Procedure
At the beginning of the study, we explained the procedure to each
participant and asked each for their written and informed consent.
We then fully answered any questions from the participants and
pointed out that it is possible to cancel their participation in the
study at any time without any detriments.

Next, we asked the participants to fill in a brief demographic
questionnaire. We recorded two five-point Likert items at the be-
ginning of the study. The first item asks participants to rate the
statement “prior to participating in this study, I used VR regularly”
on a scale from 1 (completely disagree) to 5 (completely agree). Par-
ticipants’ median response was 2 (IQR: 2.5). Furthermore, we asked
to rate a second statement, “prior to participating in this study,
I often played Beat Saber”, on the same scale. Here, participants
reported a median response of 2 (IQR: 3.0). We additionally asked
participants for their dominant hand, and all were right-handed.

Since only four participants owned a Meta Quest 2 device, we
equipped the other twelve participants with a Meta Quest 2 head-
set for the duration of the study. These devices were exclusively
used for participation in the study. We instructed all four partici-
pants with their own private devices on how to install our back-
ground application and verified that the procedure was executed
correctly. For the other twelve participants, we provided them with
the head-mounted display with the application preinstalled by us.
Participants could participate in the study at their preferred loca-
tion; however, we instructed them to use the headset only in a safe
space (i.e., indoors without any objects nearby and by enabling the
guardian system). Furthermore, we explicitly asked participants not
to give the headset to any other person, as we otherwise would not
be able to distinguish the participants’ data from any other data.

Overall, the field study took eight weeks. We asked participants
to play at least twice a week on two distinct days three levels of
Beat Saber, particularly the song “Commercial Pumping” in the
game mode “Solo” on difficulty “Standard & Normal”. Additionally,
participants were able to play other songs in Beat Saber or other
VR games on the provided HMD; we did not restrict their potential
usage of the device. We chose “Commercial Pumping” as it has an
average number of beats per minute across all songs of Beat Saber,
a length of 2:21 minutes, and it includes dynamic obstacles that
players need to sidestep and duck under. Figure 1 shows the three
movements included in playing the song. Additionally, we chose
this song to acquire comparable data, as the potential number of
combinations for the song, its difficulty, and associated modifiers
in Beat Saber is very high. Following this, participants invested less
than 15 minutes per week in playing the game. The elicited data
was collected implicitly in the background.

3.5 Ethics
We received ethical clearance from our local institutional review
board at the University of Duisburg-Essen, Faculty of Business Ad-
ministration and Economics, for conducting our user study. The
findings in this work present insights into designing continuous
identification systems. The authors want to remark that it is ethi-
cally required that the user’s consent is acquired when employing
the presented findings in a real-world deployed system.

4 RESULTS
In the following, we first describe the generated data set, the ma-
chine learning approach, and the evaluation results.

4.1 Data Set
Overall, participants played the designated “Commercial Pumping”
song in Beat Saber 375 times during 119 sessions over the course of
eight weeks (see Figure 2), which corresponds to 4,520,828 sampled
frames and ca. 2.4 GiB of data3. One session corresponds to the
number of plays during a calendar day per participant. We recorded
the position and rotation of the headset and both controllers at a
sampling frequency of 90 Hz. Naturally, we obtained an imbalanced

3Our data set and background application are publicly available online at http://
research.hcigroup.de.

http://research.hcigroup.de
http://research.hcigroup.de
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